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1 Scope

The present document gives an overview of the impact of quantum computing on symmetric algorithms such as block
ciphers and hash functions. It discusses the practicality of parallelising Grover's algorithm, the effect of limiting
quantum circuit depth, and the overhead from quantum error correction.

The present document supplements ETSI GR QSC 006 [i.1] by summarizing quantum resource estimates for attacks
against widely used symmetric algorithms with reasonable circuit depth assumptions. It also provides guidance on the
need to increase symmetric key lengths for a range of different use cases.

2 References

2.1 Normative references

Normative references are not applicable in the present document.

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.
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[i.3] NIST SP 800-56A Rev. 3: "Recommendation for Pair-Wise Key-Establishment Schemes Using
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[i.6] C. Gidney and M. Ekera: "How to factor 2048 bit RSA integers in 8 hours using 20 million noisy
qubits". Quantum, 2021.

[i.7] M. Webber, V. Elfving, S. Weidt and W.K. Hensinger: "The impact of hardware specifications on
reaching quantum advantage in the fault tolerant regime". AVS Quantum Science, 2022.

[i.8] NIST IR 8413: "Status Report on the Third Round of the NIST Post-Quantum Cryptography
Standardization Process".

[i.9] NIST FIPS 197: "Advanced Encryption Standard (AES)".

[i.10] NIST FIPS 180-4: "Secure Hash Standard (SHS)".

[i.11] NIST FIPS 202: "SHA-3 Standard: Permutation-Based Hash and Extendable-Output Functions".

[i.12] L.K. Grover: "A fast quantum mechanical algorithm for database search". Proceedings 28" Annual

ACM Symposium on Theory of Computing, 1996.
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3 Definition of terms, symbols and abbreviations

3.1 Terms

For the purposes of the present document, the following terms apply:
circuit depth: number of sequential operations that are performed during the execution of a quantum circuit
circuit width: maximum number of operational qubits required during the execution of a quantum circuit

coherence time: length of time two qubits will remain in an entangled state before the external environment introduces
errors

magic state ditillation: process for producing quantum states known as 'magic states', which are required to effect
particular quantum gates under a given Quantum Error Correction (QEC) scheme

EXAMPLE: When applying the surface code for QEC, magic state distillation is used to produce T-gates,
which can then be composed to other more complex gates, such as the Toffoli gate.

oracle function: black box quantum operator that transforms a quantum state |x) — |f(x))
qubit (logical): unit of quantum information analogous to a bit in classical computing
qubit (physical): physical device that behaves as a two-state quantum system

surface code: widely studied quantum error correction scheme that lays out physical qubits in a grid of data and
measurement qubits to produce a single logical qubit

NOTE: See Annex A.
T-gate: 2-qubit gate that can be composed to produce more complex gates, such as the Toffoli gate
Toffoli gate: 3-qubit gate that is an analogue of the AND gate in classical computing

uncomputation: process of reversing steps in a quantum circuit to cancel out intermediate quantum states that may
have been produced during calculations
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3.2 Symbols

For the purposes of the present document, the following symbols apply:

O(f(x)) Big O notation. If g(x) = O(f(x)), then g(x) is bounded above asymptotically by f(x), up to a
constant multiple. More precisely, there is some Xo and some positive value M such that
la(x)| < Mf(x) for all X > Xo.

Q(f(x)) Big Omega notation. If g(x) = Q(f(x)), then g(x) is bounded below asymptotically by f(x), up to a
constant multiple. More precisely, there is some Xo and some positive value M such that
lg(x)] > Mf(x) for all X > Xo.

[x] Floor of x: the largest integer less than or equal to x.
&b Logical exclusive or (XOR) operation.
lp) A ket in bra-ket notation. Denotes a quantum state.

EXAMPLE 1:  |0) denotes a single qubit in the collapsed basis state corresponding to a classical value of '0".

EXAMPLE 2: |0) + |1)) denotes a single qubit in equal superposition between the basis states |0) and |1).

1
5 (

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

AES Advanced Encryption Standard
ASIC Application Specific Integrated Circuit
ECDH Elliptic Curve Diffie-Hellman
ECDSA Elliptic Curve Digital Signature Algorithm
NIST National Institute of Standards and Technology
QEC Quantum Error Correction
RSA Public key algorithm invented by Rivest, Shamir and Adleman
SHA Secure Hash Algorithm
4 Introduction

Traditional public-key algorithms such as RSA [i.2], [i.4], Elliptic Curve Diffie-Hellman (ECDH) [i.3] and the Elliptic
Curve Digital Signature Algorithm (ECDSA) [i.4] are known to be vulnerable to polynomial-time quantum attacks via
Shor's algorithm [i.5]. It has been estimated that 2048-bit RSA could be broken in 8 hours on a device with 20 million
physical qubits [i.6] and that 256-bit ECDSA could be broken in a day on a device with 13 million physical qubits [i.7].
As a consequence, the US National Institute for Standards and Technology (NIST) are currently standardizing the next
generation of public-key algorithms [i.8].

Symmetric algorithms such as the AES [i.9] block cipher and the SHA-2 [i.10] and SHA-3 [i.11] hash functions are
believed to be immune to Shor. In most cases, the best-known quantum attack uses Grover's algorithm [i.12]. Grover
provides a generic square-root speed-up in the number of queries needed in an unstructured search problem (see
clause 5.1). This means that Grover could be used to find the 256-bit key for AES-256 with around 228 quantum
queries to the AES algorithm compared to the 225 queries expected for classical exhaustion.

However, assessing the cost of Grover in terms of the number of queries to the symmetric algorithm can be misleading.
It neglects overheads from:

. The cost of implementing the algorithm queried by Grover as a reversible quantum circuit (see clause 5.2);
e The cost of parallelising Grover so that a solution is found in a reasonable amount of time (see clause 5.3); and
. The cost of quantum error correction so that Grover succeeds with high enough probability (see clause 5.5).

ETSI GR QSC 006 [i.1] argues that 256-bit block ciphers and hash functions will remain secure until at least 2050 by
making conservative assumptions about the algorithm implementation, quantum error correction and quantum hardware
performance, and then estimating the amount of parallelisation available if an adversary is willing to spend a fraction of
their Gross Domestic Product on the attack.
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The present document takes a different approach. It estimates the resources required to attack standardized block
ciphers (see clause 6.2) and hash functions (see clause 6.3) in a reasonable amount of time using the current state-of-
the-art for algorithm implementations and the most well-studied quantum error correction scheme (the surface code).

The present document also considers the impact of other quantum attacks on symmetric cryptography such as quantum
collision finding (see clause 7.1) and Simon's algorithm (see clause 7.2). Finally, it includes an assessment of the overall
threat to symmetric algorithms from quantum computing and concludes that migration efforts should be focused on
asymmetric cryptography (see clause 8).

5 Grover's algorithm

51 Overview

Grover's search algorithm is a quantum algorithm that can be applied to generic unstructured search problems to give an
asymptotic square-root speed-up over classical algorithms in terms of the number of queries needed. It has been shown
to be asymptotically optimal for such problems [i.13].

Let f: X — {0,1} be a function defined on a set X of size |X| = N. The unstructured search problem is to find an input
value x € X such that f(x) = 1, when the function f does not have any properties that allow the input set to be
searched more efficiently than simply evaluating f at values from X. If f(x) = 1 for a unique x € X, then it would take
classical search algorithms N /2 queries on average to find the solution x. Grover's algorithm, on the other hand, will

find x with high probability after around (rr/4)+v/N quantum queries to f.

NOTE 1: If there are M solutions to f(x) = 1, then a classical search algorithm will take O (N /M) queries to f to
find any such solution x and Grover's algorithm will find a solution with high probability after

(m/4)/N/M quantum queries [i.14].

This setup can be applied naturally to the key recovery problem for block ciphers where a matched pair of input
plaintext and output ciphertext values is known; that is, where Enc(K, P) = C for an unknown key K. Let X be the set
of all possible key values and define the function f: X — {0,1} by:

1 ifEnc(x,P) =C,
0 otherwise.

foo ={

EXAMPLE: For AES-128, the set of all possible key values has size N = 2128 so Grover's algorithm would
require on the order of 2% quantum queries to recover the key.

NOTE 2: Multiple matched input plaintext and output ciphertext pairs might be needed to uniquely determine the
key (see clause 6.2.1.3).

However, comparing the headline figures of 2128 classical queries with 2% quantum queries neglects significant details
of implementing Grover's algorithm on a quantum computer. The remainder of this clause will describe these details
and discuss the impact they have on estimating the required resources for an attack.

5.2 Oracle implementation

Grover's algorithm involves iterated queries to the oracle function f, which needs to be implemented on the quantum
computer.

The internal state of a quantum computer is often described in terms of qubits; that is, the quantum analogue of bits in a
classical computer. A quantum algorithm is then described as a quantum circuit built out of fundamental quantum gates
that operate on a few qubits at a time. The depth of a quantum circuit is the maximum number of sequential gate
operations that are performed during the computation.

The laws of quantum physics mean that all quantum gates, and all quantum circuits, need to be reversible. This means
that while some fundamental classical gates, such as XOR, translate directly to fundamental quantum gates, others, such
as AND, do not. Instead, the quantum analogue of the classical AND gate is the 3-qubit Toffoli gate which is in turn
constructed from several 1- and 2-qubit gates.
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NOTE: The set of fundamental quantum gates supported, and their relative costs, will be dependent on the
underlying hardware so optimized implementations will need to be tailored to specific platforms.

The reversibility of quantum circuits also means that any qubits used for intermediate calculations cannot simply be
zeroed before re-use or the final measurement step; they need to be carefully uncomputed. This typically involves
performing the inverse circuit which adds further overheads to the implementation of the quantum oracle, both in the
number of required qubits and the depth of the circuit.

5.3 Parallelisation

In a classical brute force search, the probability of success is directly proportional to the runtime of the search: reducing
the runtime by a factor of S reduces the probability of success by the same factor, because the proportion of the input
space that can be explored is reduced by a factor of S. From a different perspective, the input space could be divided
between Sprocessors, with each having a probability of success reduced by a factor of S This means that parallelising
classical search by increasing the computational resources can reduce the time it takes to find a solution without
changing the total amount of work needed.

The same is not true for Grover's algorithm: it finds a solution with high probability in O(W) sequential iterations of
the oracle function. There are two approaches for parallelising Grover's algorithm: inner and outer parallelisation.

. Inner parallelisation partitions the search space and performs a separate run of Grover's algorithm for each
partition. Reducing the runtime by a factor of S allows searching a space of size N/S? with high success
probability, therefore requiring S? processors to search the entire space.

e  Outer parallelisation reduces the number of iterations of the oracle function for each instance, reducing the
probability of success of each individual instance and increasing the overall number of required instances. For
large S, reducing the number of oracle iterations by a factor of S in a Grover run reduces the probability of
success by a factor of $2 [i.13], so it would require S% processors to achieve the same overall success
probability.

For both approaches, in order to reduce the time it takes to find a solution by a factor of S, it is necessary to increase the
computational resources by a factor of $2. That is, the total amount of work increases as more parallelisation is applied.

One advantage of inner parallelisation is that it reduces the impact of spurious results (see clause 6.2.1.3) since each
instance recovers its own potential solution. If the work is partitioned in such a way that the correct key is in a different
section of the search space from any spurious results, then it will still be recovered.

54 Maximum depth

During a single Grover instance, queries to the oracle function are made sequentially so the time taken to recover a
solution depends on the circuit depth for Grover; that is, the maximum number of sequential operations. When
estimating the security implications of Grover's algorithm, it is reasonable to place bounds on the length of time an
adversary will be prepared to wait. In combination with estimates for plausible cycle times (see clause 5.6), this bounds
the maximum depth of a single Grover run.

The total depth of a Grover run can be estimated as the depth of the circuit for a single query multiplied by the number
of iterations of the circuit. NIST [i.15] have suggested the following maximum circuit depths achievable under various
assumptions:

. 240 which NIST cl [i.15]aimed approximately corresponded to the number of gates that near-term guantum
computing architectures could be expected to serially perform in one year;

. 2%, which NIST cl [i.15]aimed approximately corresponded to the number of gates that current classical
computing architectures could perform serially in 10 years; and

e 29 which NIST cl [i.15]aimed approximately corresponded to the number of gates that atomic scale qubits
with speed of light propagation times could perform in 1 000 years.

In later clauses, the overheads introduced by quantum error correction, and estimates for a single cycle time are
discussed. Estimating a plausible cycle time of 200 ns [i.16], the following maximum circuit depths are included as
useful comparison points:
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e 2% which is approximately the number of 200 ns cycles that can be completed in two years; and
e 256 which is approximately the number of 200 ns cycles that can be completed in 500 years.

The costings in later clauses will show that, in most cases, applying Grover's algorithm to standardized block ciphers
will require some degree of parallelisation to satisfy even the 2°¢ gate limit for the overall circuit depth. This will incur
overheads in the resource estimation.

The other practical reason for restricting the maximum circuit depth is that it is not possible to checkpoint and restart
Grover in the same way as a long-running classical computation. If the computation is paused, the quantum state needs
to be maintained for the duration of the pause. If the quantum state is lost, the computation needs to restart from the
beginning. This places further constraints on the length of time that might be considered reasonable for a Grover run to
complete: not just the length of time that an adversary is prepared to wait, but the length of time a quantum processor,
and its classical supporting hardware, can be expected to run without a system malfunction or maintenance downtime.

5.5 Quantum error correction

It is important to distinguish between the logical qubits and quantum gates that are used to describe quantum algorithms
and the physical qubits and quantum gates that are implemented in quantum hardware.

Logical qubits are high-fidelity and long-lived. Physical qubits are inherently noisy and short-lived due to the difficulty
of isolating them from the external environment. When the information stored in a quantum state is affected by
interactions with the external environment, the state is said to have decohered. The coherence time of a physical qubit is
the length of time it can maintain a quantum state before errors arise.

In classical error correction, a signal is transmitted over a noisy channel. The intended message can be encoded using an
error correction scheme that duplicates and spreads the information over several bits within the transmission. The
recipient of the signal measures a syndrome (pattern of errors), decodes it to deduce the most likely transmission
error(s) and then applies any necessary corrections to recover the original message. Analogously, quantum information
can be redundantly encoded over several noisy physical qubits using a quantum error correction scheme.

Most quantum algorithms, including Grover's algorithm, will require quantum error correction to construct individual
logical qubits from groups of physical qubits. This is needed both for maintaining information stored in idle qubits and
for correcting errors when quantum gates are applied. Longer quantum algorithms will have a higher probability of an
error occurring and so require stronger error correction to prevent this.

Applying quantum error correction adds overheads to the implementation of quantum algorithms, both in the number of
physical qubits required and in the time taken to apply logical gate operations. The exact costs will vary depending on
the physical qubit and quantum gate error rates achieved in the underlying hardware, and the error correction scheme
that is applied.

EXAMPLE: The planar surface code is used by Gidney et al. in [i.6] to provide an estimate of the physical
qubit and time resources for recovering a 2048-bit RSA key via Shor's algorithm. An overview of
this error correction scheme is given in clause A.1.

NOTE: For a given error correction scheme to apply, the physical qubit coherence times and physical gate
fidelities need to meet certain minimum thresholds.

For any error correction scheme, there will be logical gates that are not compatible with the error correction and cannot
be implemented directly on the logical qubits [i.17]. These logical gates require the use of high-accuracy quantum states
produced through a process known as magic state distillation and so can be substantially more expensive than other
gates. For a more detailed description of this process when using the planar surface code, see clause A.1.3.

5.6 Cycle time

Quantum error correction involves several rounds of quantum syndrome measurement, classical processing, and qubit
correction. The reaction time of an error correcting code is the time taken to complete one such round. The costs
presented here account for quantum operations in terms of measurement time only, i.e. each cycle is costed as the time
needed for one round of syndrome measurements. In other words, they neglect the classical processing and qubit
correction.
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A cycle is the time taken to execute a basic quantum gate on a single logical qubit or pair of qubits. The exact cycle
time will vary depending on the physical qubit and quantum gate performance achieved in the underlying hardware, and
the error correction scheme that is applied. For example, Google's superconducting qubit platform Sycamore achieved a
cycle time of around 1 ps in 2022 [i.26], whereas Honeywell's trapped ion qubit platform achieved a cycle time of
around 200 ms in 2021 [i.27]. Often, the cycle time is dominated by the qubit initialization and measurement times.
Current superconducting qubit technology can achieve 140 ns initialization and measurement gate times with an error
rate slightly above 1073, lon trap hardware is slower with 50 ps initialization and 30 ps measurement gates for a similar
error rate.

The present document follows [i.16] and takes 200 ns as a plausible cycle time. In comparison, the RSA [i.6] and
ECDH [i.7] results assumed a 1 ps cycle time, although the performance was limited by the reaction time. Table 1
illustrates the impact of different choices of maximum depth and achievable cycle time on the length of time taken for a
computation of a given maximum depth.

Table 1: Length of time taken for a given maximum depth

Maximum Cycle time
depth 1ps 200 ns 1ns
240 12,7 days 2,55 days 18,3 minutes
248 8,92 years 1,78 years 3,26 days
25 2 280 years 457 years 2,28 years
264 585 000 years 117 000 years 585 years

5.7 Discussion

There are multiple considerations when it comes to implementing Grover's search algorithm on a quantum computer.
This complicates the task of estimating the resources required to attack a particular block cipher or hash function.

There are estimates in the academic literature for the logical resources required to implement the oracle function for
standard block ciphers and hash functions. However, these can take different approaches to optimization depending on
whether the goal is to minimize the number of qubits, the number of gates, or the circuit depth. When the error
correction is assumed to use surface codes, the resource estimates often try to minimize the number of T-gates (a basic
quantum gate, which more complicated gates are often decomposed into) since these would be expensive to implement.

NIST [i.15] have suggested different bounds for the maximum circuit depth which correspond to assumptions about the
number of quantum gates that can be applied sequentially in a given time period. Alternative bounds can be derived
from plausible limits on the performance of error correction. The total circuit depth for Grover's algorithm then
determines the amount of parallelisation needed.

Finally, it will be necessary to include the overhead from error correction to give estimates for the physical resources
required.

Clause 6 provides a methodology for estimating these costs, leading to overall resource estimates for applying Grover's
algorithm to selected block ciphers and hash functions.

6 Impact of Grover on symmetric algorithms

6.1 Considerations

The resources required to apply Grover's algorithm to a symmetric algorithm include both the time taken and the cost of
the physical hardware required to perform the attack. This clause will describe the methodology used to produce
resource estimates for a variety of symmetric algorithms. Resource estimates will be given using each of the maximum
depth choices given in clause 5.4 to provide plausible bounds for the number of operations a quantum computer can
perform in a single run.
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There are multiple implementations of symmetric algorithms for quantum architectures available in the current
literature, targeting different aspects of optimization such as the maximum number of qubits in use (width) or the
number of cycles required to complete a single iteration of the algorithm (depth). Once an implementation is selected
for costing, its depth and the choice of maximum depth will specify how many iterations of the oracle function can be
performed in an individual run. This determines the size of the search space that can be exhausted per run, which then
specifies the number of parallel instances that will be required. The width of the implementation specifies the number of
logical qubits required by each quantum processor.

Once the costs in terms of logical qubit cycles are known, it is possible to estimate the overheads introduced by
applying error correction.

Although the cycle time neglects the classical processing involved in quantum error correction, this will have a
non-trivial cost. Each logical qubit will require some dedicated classical hardware capable of performing a round of
error correction per cycle, likely a specialized ASIC. Amy et al [i.20] describe it as being comparable to a single block
cipher or hash function call. To match the target of 200 ns a throughput of 640 Mbps would need to be achieved. AES
implementations offering throughputs above 1Gbps have been available for many years [i.18].

As discussed in clause 5.5, the impacts of error correction are not limited to applying error correction to the qubits
themselves. Toffoli gates are expected to dominate the costs of running most quantum algorithms, since under most
error correction schemes there is no native way to apply these gates as physical operations. They are instead
implemented by decomposing them into simpler T-gates, which are then applied to qubits via the injection of "magic
states". These are carefully prepared quantum states, which will be generated in an error corrected fashion on additional
quantum hardware known magic state factories or distilleries. The overheads can be substantial, particularly when many
magic states are required simultaneously.

Two levels of costing are provided for symmetric primitives: one in terms of logical qubit cycle counts only, which
minimizes dependence on choices such as the underlying error correction scheme, and a second estimating the costs of
using the surface code for error correction and magic state distillation to apply Toffoli gates via injection of simpler
T-gates. This is currently the most widely considered architecture for quantum computing and has been used in other
detailed costings, such as Gidney for Shor's algorithm [i.6].

The required robustness and the error rate of applying gates to physical qubits will specify the parameters required for a
chosen error correction scheme. The time for a single surface code cycle scales linearly with the length of the code. A
higher maximum depth will require a more robust error correction scheme, which will increase the time cost of each
cycle. Resource estimates are provided for physical qubit error rates at 10 and 10, which covers the range of plausible
expectations. At the time of writing, physical qubit error rates are often in the range 102 - 103,

6.2 Block ciphers

6.2.1 Logical costs for AES

6.2.1.1 Methodology

Each iteration of Grover involves computing the AES circuit, performing the ciphertext comparison, uncomputing AES,
and then applying the Grover diffusion operator. If the AES circuit has depth D, g With W,gg logical qubits, then this
suggests a Grover iteration has a circuit of depth at least 2D, g with at least Wygg + 1 logical qubits. However,
optimizing the circuit can reduce the depth significantly. Consequently, the analysis in this clause will assume one
iteration corresponds to a circuit of depth D,gs With Wygs logical qubits.

Set the maximum depth, D,,.,, which specifies a limit on how many sequential gates may be applied when running an
algorithm on a quantum computer.

1)  Estimate the number of AES iterations possible per run, N, using the depth Dgs, of the quantum AES
implementation:

Dmax

Niter =
Dags
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2)  Estimate the number of bits, n.,,,, that can be exhausted per Grover run:

4
Nryn = 2 log, (; Niter)

3)  Estimate the number of quantum processors, S, required for the necessary parallelisation to recover the whole
key of length k bits:

S = max(2F "run 1)
NOTE 2: When D, = 2% and k = 128, n.,, > k and so no parallelisation is required.

NOTE 3: This assumes all parallelisation is achieved via multiple computers rather than repeated runs on the same
computer. Unless depth is bounded by error correction limits, it is always beneficial to perform a longer
single Grover run rather than multiple shorter runs, for the reasons discussed in clause 5.3.

4)  Estimate the total number of logical qubits required, W, which is the width of the implementation, Wjgs,
multiplied by the number of quantum processors.

Wiot = WagsS

5)  Estimate the number of logical qubit cycles, Cy,., Which is the total number of logical qubits multiplied by the
number of cycles per Grover run. When k > np,:

Ciot = WiotDmax
= WagsSDmax

4 _2
= WAESZk (E Niter) Dmax

_ gk (E)z D3psWaEs
4 Dmax
Therefore, once the number of key bits, k, and the maximum depth, D,,.,, parameters are selected, in order to minimize

the number of logical qubit cycles required to do an AES key exhaust via Grover's algorithm, the quantity DZsWags
should be minimized.

6.2.1.2 Selected AES Implementation

There are a variety of AES implementations for quantum architectures available in the literature. Unfortunately, not
every source provides variants for key lengths of 192 and 256 bits and often the full depth of the algorithm is not
reported. The variants available in [i.19] appear to offer the minimal values of DZzsW,gs. This source also offers the
minimal values of (Toffoli-depth)? x W, s Which is an important metric to minimize under the surface code
architecture, as discussed later in clause A.1.

Table 2: AES implementation costs

Circuit Logical . .
k depth qubits Toffoli Toffoli T count T depth D2L W aps
count depth
D axs W axs
128 731 3428 12 380 40 86 660 160 2308
192 874 3748 14 000 36 98 000 192 2314
256 1025 4 036 17 432 42 122 024 224 2320
6.2.1.3 Solution unigueness

The AES block cipher operates on 128-bit states regardless of key length. This means that a single matched plaintext-
ciphertext pair will not be sufficient to uniquely determine the correct key, even for AES-128.

It is assumed that potential solutions returned from each Grover run can be tested against a large number of plaintext-
ciphertext pairs to identify the correct key.
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Parallelisation therefore means that it is sufficient to limit the probability of a spurious key falling in the same subset as
the correct key below a desired bound. The target value to minimize is DZzsWags, SO multiple plaintext-ciphertext pairs
should be compared via simultaneous rather than sequential quantum implementations of AES. That is, for » matched
pairs, the width of the oracle should be increased by a factor of r, rather than increasing the calculation depth by the
same factor. It is shown in [i.28] that for a k-bit key, an n-bit message block, r matched plaintext-ciphertext pairs and a
parallelisation factor of S, the probability of a spurious key falling in the correct key's subset is approximately:

1 _ e_zk—rn/s

Setting r = 1 for maximum depth D, < 2%, andr = 2 for D,,,, = 2°° is sufficient to reduce this probability
below 1075, With no bound on the maximum depth, the necessary values are r = 2 for AES-128 and AES-192 and
r = 3 for AES-256.

6.2.1.4 Logical costs for AES key recovery

Table 3 gives the logical cost of key recovery, in logical qubit cycles, when the maximum depth of a single Grover
instance is restricted.

Table 3: Logical cost of AES key recovery

Grover Parallel Logical Logical Logical
k Doy r iterations instances qubits depth cost
N iter S Wtot D tot Ctot
240 1 230,5 266,3 278,1 240 2118,1
248 1 238,5 250,3 262,1 248 2110,1
128 256 1 246,5 234,3 246,1 256 2102,1
264 1 254,5 218,3 230,1 264 294,1
- 2 263,7 1 211,7 273,2 284,9
240 1 230,2 2130,8 2142,7 240 2182,7
248 1 238,2 2114,8 2126,7 248 2174,7
256 1 246,2 298,8 2110,7 256 2166,7
192 264 1 254,2 282,8 294,7 264 2158,7
296 2 286,2 218,8 231,7 296 2127,7
- 2 295,7 1 212,9 2105,4 2118,3
240 1 230,0 2195,3 2207,3 240 2247,3
248 1 238,0 2179,3 2191,3 248 2239,3
256 1 346,0 2163,3 2175,3 256 2231,3
256 264 1 254,0 2147,3 2159,3 264 2223,3
296 2 286,0 283,3 296,3 296 2192,3
- 3 2127,7 1 213,6 2137,7 2151,2

The overhead from the quantum AES circuit is linear in the number of logical qubits and quadratic in the depth.
Reducing the number of logical qubits directly reduces the logical qubit-cycle cost by the same factor. Reducing the
depth of the AES circuit, on the other hand, allows better parallelisation and so has a more pronounced impact on the
logical qubit-cycle cost.

6.2.2 Surface code costs for AES

6.2.2.1 Assumptions

The costs in this clause will estimate the required number of surface code cycles and physical qubits to apply Grover's
search algorithm to the AES block cipher.

The costs provided in clause 6.2 assumed access to perfect logical qubits with no errors introduced during idling or
logical operations. When modelling costs under the surface code, assumptions have to be made about the potential error
rate of each physical qubit per time step and quantum gates. For simplicity, a single physical error rate, pypy, is assumed
for both qubits and quantum gates. Costs are provided for two different estimates of py,:

. 104, which is an optimistic estimate of near-term physical error rates, and

. 10, which is a plausible, but currently out of reach, target.
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For comparison, superconducting qubits can already achieve initialization and quantum gate error rates around 1072 and
ion trap qubits can have 1-qubit gate error rates below 10~ (see [i.32]). When choosing the surface code distance or
distillation strategy, it will not be possible to eliminate errors completely. Instead, a success probability of at least 0,5
for each independent Grover instance can be targeted to achieve an overall success probability of 0,5. This is because it
is sufficient for the instance corresponding to the correct key to succeed with probability at least 0,5, i.e. it is not
necessary to have a combined success probability of 0,5 over all instances.

As before, the selected maximum depth, D,.,, will have a significant impact on the number of oracle calls that are
possible in an individual Grover run. The same quantum AES circuits are used as for the calculations in the previous
clause. The trade-offs between T-depth, T-count, overall depth and width are less clear for calculations of the surface
code costs, so it is possible that other implementations would lead to lower final values. However, using the same
implementation as the previous clause allows a direct comparison of the overheads added by this error correction
scheme.

6.2.2.2 Computational qubit costs

As discussed in clause A.1, error correction for a single logical qubit using a surface code of distance d takes 2d? — 1
physical qubits and d surface code cycles. This means that the computational logical qubits for a single Grover iteration
will be estimated as requiring (2d? — 1)W,gs physical qubits and dD,gs cycles. For an odd distance d and a physical
error rate of pyy, the error rate per logical qubit is:

(d+1)/2
P]og(d) = 0'1(pphy/0;01)

For a given maximum circuit depth, Dy, ., the maximum number of Grover iterations per instance is now:

Niter = Dmax/dDags

but, assuming that some parallelisation will be necessary, the total number of surface code cycles per instance is still
DaxWags- In order that the overall success probability is greater than 0,5, the combined probability that one of logical
qubits fails is required to be less than 0,5 per instance, so the necessary code distance is the smallest d such that:

(1 - Plog(d)) DmaxWAES >0,5
The number of parallel Grover instances Swill be such that:

n) 2k/2
'

Niter = (Z
For the computational qubits, this gives a total physical qubit count of:
Wiot = (2d*- 1)SW)ygs
and a surface code cycle cost of:

2 kp2
_ _ g2 (™) 2 DAgsWaEs
Ciot = WiotDror = d (Z)

Dmax

This implies that the overhead of error correction for the computational qubits is quadratic in the surface code distance.

Table 4 contains physical resource estimates for the computational qubits with p,,p,, = 107 or 107°.
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Table 4: Physical cost of AES key recovery (excluding distillation)

K D p d Grover Parallel Physical S(L:J(r)fgge
max phy iterations | instances qubits
cycles
240 10—4 13 226,8 273,7 293,9 2125,5
10-6 7 227,7 271,9 290,3 2123,7
248 10-4 15 234,6 258,1 278,7 2117,9
10—6 9 235,3 256,7 275,8 2116,4
-4 42,2 42,8 64,1 110,6
128 256 10_6 19 243 3 240 7 259 3 2108 4
10 9 2% 240, 2%, 2108
264 10-4 21 250,1 227,1 248,6 2102,9
10-6 11 251,0 225,2 244,9 2101,0
10—4 25 263,7 1 223,0 290,6
b 106 13 2637 1 2211 289,6
240 10-4 13 226,5 2138,2 2158,5 2190,1
10-6 7 227,4 2136,5 2155,0 2188,3
248 10-4 17 234,1 2123,0 2144,1 2182,9
10—6 9 235,1 2121,2 2140,4 2181,1
-4 42,0 107,3 128,7 175,2
192 25 10.6 19 243 1 2105 2 2124 7 2173 1
10 9 243 210 2124, 2173,
264 10-4 21 249,8 291,6 2113,3 2167,5
10—6 11 250,8 289,8 2109,6 2165,6
296 10—4 31 281,3 228,8 252,5 2137,6
10—6 15 282,3 226,7 248,3 2135,5
240 10-4 13 226,3 2202,7 2223,1 2254,7
10—6 7 227,2 2200,9 2219,5 2252,9
248 10—4 17 233,9 2187,5 2208,6 2247,5
10—6 9 234,8 2185,6 2205,0 2245,6
-4 41,8 171,8 193,3 239,8
256 2% 10.5 19 242 8 2169 6 2189 0 2237 6
10 9 244 2169, 2189, 2437,
264 10—4 21 249,6 2156,1 2177,9 2232,1
10—6 11 250,5 2154,2 2174,1 2230,2
2% 10—4 31 281,0 293,2 2117,1 2202,2
10-6 15 282,1 291,1 2112,9 2200,1
6.2.2.3 Physical costs of AES key recovery

Clause A.1.3 describes two different approaches (Bravyi-Kitaev [i.20] and Litinski [i.31]) for the process of magic state
distillation and costs for the factory requirements for each AES parameter selection. Table 5 gives physical qubit counts
and scaled cycle costs for each of these approaches to distillation.
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Table 5: Physical costs of AES key recovery

Bravyi-Kitaev Litinski
k Dax Pphy Physical Scaled Success Physical Scaled Success
gubits cost prob. gubits cost prob.
240 10-4 2100,5 2132,1 0,74 297,1 2128,7 0,71
10-6 294,0 2127,4 0199 291,6 2125,0 0199
248 104 284,9 2124,1 0150 281,7 2120,9 0151
10-6 281,4 2122,0 0,97 276,7 2117,4 0,96
128 256 10-4 269,4 2115,9 0,90 266,3 2112,8 0,87
10-6 265,7 2114,3 0197 262,9 2111,5 0,86
264 104 254,4 2108,6 0197 251,1 2105,3 0,58
10-6 250,3 2106,3 1100 248,1 2104,2 1100
10+ 2277 2%2 0,96 - - -
106 2248 2%33 0,85 - - -
240 104 2164,9 2196,5 0172 2161,6 2193,2 0,69
10-6 2158,4 2191,8 0199 2156,1 2189,5 0199
248 10-4 2149,5 2188,3 0,96 2146,4 2185,2 0,97
10-6 2145,8 2186,4 0,97 2141,3 2181,9 0,96
192 256 104 2133,9 2180,4 0190 2130,7 2177,3 0,87
10-6 2130,1 2178,8 0197 2127,3 2176,0 0,86
264 104 2118,8 2173,0 0197 2115,5 2169,7 0,60
10-6 2114,7 2170,8 1,00 2112,6 2168,6 1,00
296 10-4 257,1 2143,7 0,90 _ _ -
10-6 252,5 2139,7 0,98 _ _ -
240 104 2229,5 2261,1 0170 2226,1 2257,7 0,67
10-6 2223,0 2256,4 0,99 2220,7 2254,1 0,99
248 10-4 2214,1 2252,9 0,96 2211,0 2249,8 0,97
10-6 2210,3 2251,0 0197 2205,8 2246,5 0,96
256 256 104 2198,4 2244,9 0190 2195,3 2241,8 0,87
10-6 2194,7 2243,3 0197 2191,9 2240,5 0,85
264 10-4 2183,4 2237,6 0,97 2180,1 2234,3 0,58
10-6 2179,3 2235,3 1,00 2177,1 2233,2 1,00
104 21216 22083 0.90 _ _ _
2% 106 2117,0 2204,2 0:98 _ _ _

6.2.3 Discussion of AES costs

Although it is not possible to give an explicit formula for the scaled cycle cost of Grover when state distillation is
included, it is clear from the estimates provided in Table A.2 (clause A.1.3.3) that with Litinski's state distillation
techniques, the error correction overhead is between 6 - 10 bits depending on whether one- or two-level distillation is
needed. This seems largely independent of the key size and maximum circuit depth. Moreover, state distillation only
accounts for 2 - 3 bits of the overhead with two-level distillation and is comparable to the rest of the error corrected cost
(Table 4) for one-level distillation.

Table 6: Summary of near-term physical costs for AES key recovery

D nax Pphy AES-128 AES-192 AES-256
240 104 21287 21932 2257,7
248 10 21209 21852 22498

The present document has not attempted to optimize over all possible quantum circuits for AES, parallelisation options,
surface code choices, and state distillation parameters so it is conceivable that these estimates can be improved.
Nevertheless, for near-term assumptions on maximum circuit depth and physical error rates, the error corrected costs of
Grover appear close to the classical security levels. There are several other factors that could also reduce the costs
presented here, which will now be briefly outlined.

As discussed in clause 5.6, the underlying physical qubit technology has a significant impact on the currently achievable
cycle time. 200 ns appears to be a plausible estimate for the cycle time on near-term hardware, but current error
correction experiments are at least an order of magnitude slower than this. Lowering the cycle time further would
increase the maximum circuit depth possible in a fixed length of time which reduces the overhead from parallelisation.
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However, even reaching a maximum circuit depth of 2%* seems difficult. It should be recalled that each round of error
correction requires a cheap but non-trivial classical calculation.

Estimates are provided for values for physical error rates of 10 and 1076, The former of these is sometimes achieved
by current systems, whereas the latter is as yet out of reach. Lowering this further would provide a modest reduction in
the quantum error correction overheads, but this will need to be done in tandem with reducing the cycle time for the full
benefit to be realized. This may be difficult to achieve depending on the underlying physics: for example, reducing the
measurement time of a superconducting qubit can lead to reduced precision in the output.

Quantum error correction is an active area of research and there are already quantum error correction codes that allow
higher throughput rates; i.e. use fewer physical qubits for the equivalent error correction properties. These codes often
come with implementation considerations that have not been discussed or costed here, such as non-local connectivity
between physical qubits.

One example are quantum low density parity check codes (qLDPC codes). [i.39] describes a qLDPC code that offers a
theoretical order of magnitude saving in the number of physical qubits when compared with the surface code for code of
distance 12. The paper also describes how to minimize the extra connectivity required, and how it could be
implemented on hardware. In general, qLDPC codes of distance n require O(log(n)) connectivity between the physical
qubits.

Further research on optimizing the surface code is also underway. Gidney et al. [i.34] have recently reported an
improvement to the surface code using "yokes". These yoked surface codes have the same requirements on the
underlying physical qubits and lead to lower physical qubit costs by a factor of 2-3 when targeting ~ 108 logical qubit
operations. The results are not easily extended to the much larger operation counts studied in this work, but the benefits
of yoking appear to increase as the targeted logical error rate decreases.

6.2.4  Other block ciphers

Some figures are presented in Table 7 below for quantum implementations of the lightweight Ascon and Speck
algorithms and the ChaCha stream cipher. While ChaCha is not a block cipher, Grover can be applied to the key
recovery problem in the same way as for AES, using a matched set of plain/cipher bits of sufficient size to uniquely
determine the key.

While the lightweight algorithms require fewer T-gates to implement, the figures are the same order of magnitude as
AES-128. Furthermore, the value of D3, ;Wargexceeds that of the AES variant with the equivalent key size in all cases,
which means that even greater levels of parallelisation will be required to apply Grover's algorithm to these ciphers, and
so the costs of key recovery will exceed those of AES.

The Ascon implementation is taken from [i.24], the Speck implementation is taken from [i.25] and the ChaCha
implementation is taken from [i.35].

Table 7: Symmetric cipher implementation costs

. Depth Wwidth i i
Algorithm k DApLG Woie E?)fljzltl L%f;?kl]' T count T depth D12§LGWALG
AES-128 128 731 3428 12 380 40 86 660 160 2308
AES-192 192 874 3748 14 000 36 98 000 192 2314
AES-256 256 1025 4 036 17 432 42 122 024 224 2320
Ascon 128 513 20 064 9 600 30 67 200 120 2323
Speck 128/128 128 32 224 258 7 875 NR 55 125 16 000 2380
Speck 128/192 192 33231 322 8 125 NR 56 875 16 500 2384
Speck 128/256 256 34 238 386 8 375 NR 58 625 17 000 2387
ChaChal2 128 54 878 1025 NR NR 188 972 23 808 2415
ChaCha20 128 90 718 1025 NR NR 300 076 39 680 2429
ChaChal2 256 54 878 1025 NR NR 188 972 23 808 2415
ChaCha20 256 90 718 1025 NR NR 300 076 39 680 2429
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6.3 Hash functions

6.3.1 SHA-2 and SHA-3

6.3.1.1 Selected SHA-2 and SHA-3 Implementations

This clause describes the costs of doing a pre-image attack on the SHA-2 and SHA-3 hash functions, which means
finding a value x such that H(x) = h for given hash output h. For a discussion of the utility of quantum computers in
carrying out collision attacks, see clause 7.1.

Grover's algorithm naturally applies to the pre-image attack problem. Given a target hash value h for a hash function H,
take an input space X large enough that a pre-image probably exists and define the oracle function f: X — {0,1} as:

1 ifH(x)=h,
0 otherwise.

foo ={

The implementations used for costing are taken from [i.36], and are optimized for the relevant metric of Dyag+?W.
Table 7 summarizes the relevant parameters.

Table 7: Hash function implementation costs

Hash function |Depth, Duast | Width, T count T depth DrasH?W
w
SHA-2-256 12791 5715 990 178 5 328 2398
SHA-3-256 578 22400 | 284160 96 2328
6.3.1.2 Logical costs of SHA2 and SHA3 pre-image attacks

Using the same methodology as in clause 6.2 for AES key recovery, it is possible to estimate the logical costs of
carrying out a pre-image attack on SHA-2 and SHA-3 under various maximum depth constraints. These are summarized
in Table 8.

Table 8: Logical costs of a pre-image attack for hash functions

Grover Parallel Logical Logical Logical cost
k D nax iterations instances qubits depth
N iter S Wtot D tot Ctot

240 227,6 2200,1 2212,5 240 2252,5

248 235,6 2184,1 2196,5 248 2244,5

SHA-2-256 256 243,6 21681 21805 256 2236,5
264 251,6 2152,1 2164,5 264 2228,5

296 283,6 288,1 2100,5 296 2196,5

- 2127,7 1 212,5 2140,0 2152,5

240 233,4 2188,5 2202,9 240 2242,9

248 241,4 2172,5 2186,9 248 2234,9

SHA-3-256 256 249,4 2156,5 2170,9 256 2226,9
264 257,4 2140,5 2154,9 264 2218,9

296 289,4 276,5 290,9 296 2186,9

- 2127,7 1 214,5 2134,2 2148,7

The figures in Table 8 show that the costs of a pre-image attack via Grover's algorithm on standard 256-bit hash
functions are in line with the costs of a key recovery attack for AES-256: 4-5 bits more expensive for SHA-2 and
5-6 bits cheaper for SHA-3. The cost differences are mostly accounted for by the differences in depths of the
implementations: SHA-2 requires sequential execution of major functions whereas SHA-3 allows for a shallower
quantum circuit design.

ETSI



22 ETSI TR 103 967 V1.1.1 (2025-01)

6.3.1.3 Physical costs of SHA-2 and SHA-3 pre-image attacks

The methodology for deriving full surface code costs for SHA-2 and SHA-3 is identical to the one presented for AES in
clause 6.2.1. The error correction overheads for computational qubits will be similar to those for AES-256, since the
number of logical qubit cycles that have to be executed successfully is similar. Both the SHA-2 and SHA-3
implementations require more T-gates than AES-256, which will increase the total distillation costs in terms of surface
code cycles. The lower T-depth of the SHA-3 implementation will also increase the number of factories required to
satisfy demand for T-states, which will increase the physical qubit requirements of the distillation process.

In summary, the overheads from applying the surface code for error correction for these hash functions will be similar
to those incurred by AES-256, meaning that the error corrected costs of pre-image attacks via Grover's algorithm will be
close to the classical cost for near-term quantum devices.

7 Other quantum algorithms

7.1 Quantum collision finding

7.1.1 Overview

Cryptographic hash functions are designed to be collision resistant, which means that finding two different inputs that
hash to the same output value should be cryptographically hard.

A brute force algorithm to find such a collision would be to repeatedly test pairs of inputs to see if they evaluate to the
same output. This would take O(N) time to find such a match, but with very little memory overhead. The quantum
equivalent applying Grover's algorithm would take O(VN) evaluations, with costs approximately double those of the
pre-image attack outline in clause 6.2 due to the need for evaluating the hash function on two inputs in the Grover's
oracle.

However, brute force is not the most efficient way to solve this problem, as described in [i.38]. A list of M hashes
contains (’;’) pairs, giving O(M?) opportunities to find a collision. Hence a better classical algorithm is to create a sorted
table containing M = YN random hashes and then repeatedly calculate further hashes and check the sorted list to see if
the hash is already listed there. Sorting the table takes O(VN log N) time. If the cost of each check of the sorted list is C,
then the total cost of checking the list will be O(CVN). The value of C depends on the model of communication used:

3
there is a lower bound of log N, and an upper bound of 3/N. Hence this attack takes between O(\VN log N) and O(Nz)
time to find a collision and requires O(\VN) space for storing the table.

7.1.2 BHT algorithm

The quantum equivalent of this approach is due to Brassard, Hayer and Tapp [i.21] and applies Grover's search

algorithm in the following way: choose m= /N distinct values yi, ... ym and compute their hashes H(yx), ... H(ym). In
the unlikely case that this list contains a collision, the algorithm can terminate immediately. Otherwise, apply a Grover's
search with the following oracle function:

flx) = {1' if Hx) € {H(y1), ... H(yp)}

0, otherwise

2
In the classical setting, it would take O(Nz) evaluations of f to locate an exceptional value of x. Hence when applying a

Grover's search in the quantum setting, it will take O(3/N) evaluations of f. However, it is important to note that f
requires more than a simple evaluation of the hash function, as it will have to test whether H(x) lies in the large set of

pre-computed hash values. Furthermore, this approach requires a quantum computer of size O(3/N) for storing the

pre-computed hash values. The BHT algorithm matches the lower bound of Q(3/N) oracle queries for the collision
finding problem given in [i.22] and is the current best known quantum-only algorithm for collision finding.
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The current best classical algorithm is a generalized version of Pollard's rho algorithm due to van Oorschot and

Wiener [i.23]. Pollard's rho algorithm takes O(\N) steps and negligible memory to find a collision. The generalization
allows for a time-memory tradeoff that offers a speed-up by a factor of m for using m processors. Allowing the classical
equivalent of the Q(3/N) oracle queries required for quantum collision finding (and noting that a quantum
implementation of the oracle function in BHT will remain more expensive than a classical implementation of a hash

1
function), this algorithm requires O(N's) processing power, which will remain cheaper than the O(Y/N) quantum
memory required by the BHT algorithm.

Hence, even before accounting for the significant overheads of implementing quantum algorithms, the complexity of
the best classical algorithm outperforms a quantum algorithm asymptotically optimal in the number of oracle queries.

7.1.3 CNS algorithm

2
This algorithm, due to Challioux, Naya-Plasencia and Schrottenloher [i.37], has a query complexity of O(N5) and
1
requires only O(log N) quantum memory, though with an increased cost of O(Ns) classical memory.

The algorithm has two stages: in the first, Grover's algorithm is used to efficiently build a large list of hash function
input/output pairs (X, H(x)) such that the output starts with a large number of zeroes. These pairs are stored classically,
which leads to the classical memory overheads.

In the second stage, a modified version of the BHT algorithm is applied to find a collision with this large list. It should
be noted that the oracle function queried in this algorithm is more complex than in the BHT algorithm: the search space
is restricted to hash outputs with the required number of zeroes, which requires multiple sequential iterations of the hash
function. In addition, the transfer of memory costs from quantum to classical requires that the list is read sequentially
into quantum memory once per oracle iteration.

The algorithm can be described with generic parameters in terms of the number of zeroes required at the start of the
hash function output, r, and the size of the list, |L|. Balancing the time costs of the first and second stages, as well as the
two parts of the oracle function within the second stage leads to the stated query complexity costs.

For hash functions of 256-bits, the time complexity will be on the order of 21°° oracle queries, which exceeds all the
maximum depth values considered in the present document and does not include the cost of the quantum hash
implementation. The CNS algorithm can be parallelised: the first stage of list building is efficiently parallelisable,
whereas the second stage incurs the usual overheads of parallelising a Grover search, where overall costs increase as the
number of quantum processors increases. [i.37] explains that using 2° quantum processors offers a time complexity

2 3 . 2 2 . . R
exponent of ?” - ?S for an overall time-space cost exponent of ?” + ?S An additional requirement is that s <.

For n = 256, the lowest depth that can be achieved is therefore 2%, for a total cost of 21?8 or the same as the best
classical algorithm. Including the cost of the quantum hash function increases both the depth estimate and overall costs
by a further 6-10 bits, and applying error correction will of course add further overheads.

7.2 Simon's algorithm

Suppose there is a black box oracle function, f, that maps n-bit strings to n-bit strings and it is known that one of the two
following properties holds:

1) fisinjective.
2)  There is a fixed n-bit string s# 0 such that for all pairs x, y with x #y, the following is true:
fx)=f(y) & x @y =s

If f can be queried quantumly, then Simon's algorithm permits the determination of which of the two cases holds and in
case 2, the finding of the hidden shift sin only O(n) queries. In the classical scenario, f will be queried until a collision

is found, and so the expected number of queries is Q(v/2™).

ETSI



24 ETSI TR 103 967 V1.1.1 (2025-01)

Simon's algorithm therefore offers a theoretical exponential speed-up in addressing this problem, and it is possible to
formulate the key recovery problem for some block cipher modes of operation in this fashion. However, it is critical to
note that this formulation requires the oracle function f to be queryable in superposition by the adversary. That is, the
block cipher implementation with the secret key information has to be stored on a quantum computer accessible by the
adversary. This attack model is sufficiently unrealistic to consider Simon's algorithm as a pragmatic threat to symmetric
algorithms - if a key is only held on a classical device then it is not vulnerable to this approach

7.3 Discussion

The quantum algorithms discussed in this clause do not present additional threats to symmetric primitives when realistic
constraints are placed on the maximum depth of a calculation and the attack model for the adversary.

8 Recommendations

The present document summarizes the current state-of-the-art for quantum algorithms that appear to offer asymptotic
benefits in attacking symmetric algorithms such as block ciphers and hash functions. It offers an approach to estimating
the costs that carrying out such an attack would incur and concludes that, particularly on near-term quantum devices,
the realizable advantages over classical methods are slim to non-existent.

There are several promising avenues for improvements to the final costs presented, but the path to achieving these
improvements is by no means straightforward. While individual use cases should consider the risks of compromise of a
particular symmetric algorithm when compared with the effort of adopting larger key sizes, the estimates presented here
suggest that, even for AES-128, the practical security impact on symmetric algorithms of quantum computing with
existing techniques on plausible near-term quantum hardware is limited. The potential arrival of cryptographically
relevant quantum computers will present a realistic threat to traditional public-key algorithms, and the necessary
post-quantum migration efforts should be focused here.
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Annex A:
Background on quantum error correction

A.1  The planar surface code

A.1.1 Overview

In the classical realm, it is possible to transmit bits over a noisy channel and then use redundant information encoded in
the bits to detect and correct bit flips. A similar principle applies to quantum error correction, except that the space of
possible errors is larger and measuring an entangled quantum state would destroy the information encoded therein.

O Data qubit
® Measurement qubit
X stabiliser

I Zstabiliser

Figure A.1l: Planar surface code with d =5

The surface code is an example of a quantum error correcting code which attempts to overcome these problems. There
are several variants, including the toric and planar surface codes. The planar surface code can be embedded in a
2-dimensional space, making it easier to implement physically than some other codes. Logical qubits with a code
distance of size d are built up from a square grid of d x d data qubits overlaid with d x d - 1 measurement qubits, for
a total of 2d? — 1 physical qubits. Only nearest neighbour connections are required, which for most systems is an easier
engineering requirement to satisfy than codes requiring non-local communication between physical qubits.

The measurement qubits are repeatedly measured with so-called "stabiliser measurements”, which determine whether a
error has occurred in one or more of the surrounding data qubits. Two types of stabiliser measurement are tiled in a
chessboard pattern across the grid. By studying the pattern of measured values across all of the measurement qubits, it
can be established which data qubits have errors, and what those errors are, and apply the necessary corrections.

A grid of width d physical qubits should be able to detect and correct | (d + 1)/2] errors. If the base error rate in the
physical qubits is too high, then adding more of them makes the error rate worse. Once the physical qubit error rate,
Pphy, réaches a minimum threshold value, p,, the error correction scales exponentially as the code distance increases:

[(@+1)/2]
Plog =c (pphy/pth)

The threshold py, and scaling factor ¢ depend on the error model and are determined experimentally. Surface code cost
estimates in the present document use p,,, = 0,01 and ¢ = 0,1, from [i.29]. The code distance is then determined by
setting the maximum allowable error per logical qubit cycle, which is the allowable overall error divided by the number
of logical qubit cycles required to complete a run, and finding the minimum distance that achieves this rate. Each
surface code cycle involves d2 — 1 stabiliser measurements for a single logical qubit and a complete round of error
correction involves d surface code cycles.

ETSI



26 ETSI TR 103 967 V1.1.1 (2025-01)

A.1.2 Gate operations

Logical gate operations are also carried out in an error-corrected fashion. Some logical gates, such as T-gates, cannot be
executed directly on the logical qubits and are instead performed by preparing a so-called "magic state", which is then
injected to affect the desired outcome on the calculation. The magic state is consumed during this process, so one has to
be prepared per operation. The quantum analogue of an AND gate, the Toffoli gate, can be decomposed into several
T-gates, which can be applied using the following magic state:

Im) = = (10) + e™/*|1))

1
7 (
This magic state has to be prepared to a sufficiently high degree of accuracy that it does not increase the overall error in
the calculation beyond the allowable levels. For calculations involving N, T-gates, this means each magic state is
prepared with accuracy ~ 1/Ny. The N values targeted in the present document are significantly larger (> 10'4) than
those estimated for quantum algorithms such as Shor for factorizing RSA moduli (~108, see [i.6]).

A.1.3 Magic state distillation

A.1.3.1 Overview

One approach to creating magic states with a sufficient level of accuracy is to "inject” lower quality states and then
"distil" them by combining them to produce a single higher quality state. This process is known as magic state
distillation, and will require additional quantum hardware alongside that being used to create the logical qubits for
carrying out the calculation. Magic state distillation is expected to be a significant factor in the overheads of introducing
error correction to quantum computing.

Distillation is often envisaged in terms of m-to-n protocols, where m lower quality quantum states are combined to
produce n higher quality states. The majority of the factory costing is the present document uses the simple 15-to-1
protocol first described in [i.31] as the building block. Algorithm 4 in [i.20] explains how to derive the code distances
for each distillation level, and this has been used in clause A.1.3.2 below to estimate distillation costs for AES key
recovery. Further costs are provided in clause A.1.3.3 using the optimized factories provided in [i.31] when no more
than two levels of distillation are required.

A.1.3.2 Bravyi-Kitaev distillation

A first approach to estimating distillation costs comes from applying the 15-to-1 state distillation protocol from [i.30]
and adapting the approach to finding the distillation distances from [i.20] as follows. For details, see [i.20].

The state injection error rate in [i.20] was set to be p;,; = 10ppy, based on the argument that at least 10 gates need to be
applied before any error correction can occur. More recent post-selection techniques can achieve state injection error
rates close to or below pyp,. This work sets p;,; = (34/15)ppny due to the assumption that the physical error rate is the
same for all gates [i.33].

The refined analysis from [i.31] shows each round of 15-to-1 distillation can give a reduced error rate of p, =
35(8/27)p3 instead of p, = 35p3. Combined with the improved state injection, this means that three-level state
distillation can be avoided for D,,,, = 2% and below.

For ¢-level distillation with distances d; < -+ < dy, the distillation process takes 10(d, + -+ + d,) cycles and the total
number of logical qubits required for the distillation factory is 16(15"‘1 + 4 1). Litinski [i.31] notes that the logical
qubits in each level of distillation correspond to surface codes with different distances. In particular, the logical qubits
with distance d, will be less expensive than the logical qubits with distance d,. Consequently, when computing surface
code cycle costs, the surface code cycle costs are scaled for distance d; by (d;/d)?, where d is the distance for the
surface code used by the computational qubits.

Table A.1 gives parameters and costs for the simple 15-to-1 distillation factories. In factories requiring 3 levels of
distillation, it may be possible to pipeline the process of T-state generation, meaning that each factory can be used to
generate more than one T-state at a time. This lowers the number of factories required by the same factor.
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Table A.1: Bravyi-Kitaev distillation costs for AES key recovery

K D P d Factory Factory Physical Cycle Fact. per
max phy distances pipeline gubits depth instance
240 10+ 13 [9,17] 1 2155 280 2112
106 7 [9] 1 2113 26,5 2106
a8 10+ 15 [9, 19] 1 2156 281 2111
106 9 [5, 9] 1 2138 271 2108
128 256 10+ 19 [9, 21] 1 2157 282 2109
10° 9 [5, 11] 1 2139 2738 2110
64 10* 21 [11, 25] 1 2162 285 2110
10© 11 [5, 13] 1 2141 275 2109
10* 25 [13, 29] 1 2167 287 2110
i 106 13 [5, 13] 1 2141 275 2107
240 10+ 13 [9, 17] 1 2155 280 2111
106 7 [9] 1 2113 265 2105
48 10* 17 [9, 19] 1 2156 281 2109
106 9 [5, 9] 1 2138 27.1 2108
192 256 10+ 19 [9, 21] 1 2157 282 2108
10° 9 [5, 11] 1 2139 273 2110
64 10 21 [11, 25] 1 2162 285 2109
10° 11 [5, 13] 1 2141 275 2108
296 10+ 31 [7, 15, 33] 3 2189 291 294
10° 15 [7,17] 1 2150 279 2108
240 10 13 [9, 17] 1 2155 280 2112
106 7 [9] 1 2113 265 2106
a8 10+ 17 [9, 19] 1 2156 281 2109
106 9 [5, 9] 1 2138 27.1 2109
256 56 10 19 [9, 21] 1 2157 282 2109
10© 9 [5, 11] 1 2139 273 2110
64 10* 21 [11, 25] 1 2162 285 2110
10® 11 [5, 13] 1 2141 275 2109
296 10+ 31 [7, 15, 33] 3 2189 291 295
10© 15 [7,17] 1 2150 279 2109

A.1.3.3 Litinski distillation

Litinski [i.31] has proposed a more efficient 15-to-1 distillation process that uses an alternative to state injection and
adjusts the size of the qubits in the configuration depending on their use. Figure A.2 illustrates the configuration for a
(15-to-1) gy 42,.am factory which uses 2(dx + 4dz)3dx + 4dm physical qubits and takes 6dm cycles. An associated
Mathematica notebook can be used to compute the physical resource requirements and error rates for one- and two-level
factories. Unfortunately, three level factories were not considered in [i.31] which meant that this approach has not been
applied to Dy, = 2%.

dx
dx dx dz || dz || dz || dz
dx ancilla

Figure A.2: Configuration for the (15-to-1) 4, 4, am distillation factory

Table A.2 gives parameters and costs for Litinski's distillation factories.
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Table A.2: Litinski distillation costs for AES key recovery

k Dnax Pphy d Factory parameters P(I;L}I/g:;:sal ggs:ﬁ Ii:nascttér?fé

240 104 13 (15-t0-1)8 5 5 X (15-to-1)1577 2138 262 294

106 7 (15-to-1)754 210.7 242 283

pts 104 15 (15-t0-1)$ 5.3 X (15-to-1)1777 214.2 261 291

128 106 9 (15-t0-1)g3 5 2112 242 279
056 104 19 (15-to-1)§ 5 5 X (15-t0-1)197 7 2143 261 288

106 9 (15-t0-1)§ 53 X (15-to-1)g 33 2125 258 295

064 10 21 (15-t0-1)$ 55 X (15-t0-1)5199 2146 266 291

106 11 (15-to-1)§ 5 3 X (15-t0-1)y1 55 2133 259 293

240 104 13 (15-t0-1)8 5 5 X (15-to-1)1577 2138 262 293

106 7 (15-to-1)754 210.7 242 282

s 104 17 (15-t0-1)§ 53 X (15-to-1)1777 214.2 261 289

192 106 9 (15-to-1)g3 5 2112 242 278
056 104 19 (15-to-1)§ 5 3 X (15-t0-1)197 7 2143 261 287

106 9 (15-t0-1)§ 53 X (15-to-1)g 35 2125 258 295

064 10 21 (15-t0-1)$ 55 X (15-to-1)5199 2146 266 290

10 11 (15-to-1)§ 5 3 X (15-t0-1)y1 55 2133 259 293

240 104 13 (15-t0-1)8 5 5 X (15-to-1)1577 2138 262 294

106 7 (15-to-1)754 2107 242 283

o8 104 17 (15-t0-1)$ 53 X (15-to-1)1777 214.2 261 289

256 106 9 (15-t0-1)g3 5 2112 242 279
056 104 19 (15-t0-1)8 55 X (15-t0-1)1777 2143 261 288

106 9 (15-t0-1)§ 53 X (15-to-1)g 33 2125 258 295

064 10 21 (15-t0-1)$ 55 X (15-t0-1)5199 2146 266 291

10 11 (15-to-1)§ 5 3 X (15-t0-1)y1 55 2133 259 293
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Annex B:
Change history
Date Version Information about changes

September 2022 0.0.1 |Initial document skeleton including scope and introduction.

September 2023 0.0.2 [Content added to clause 5 (Grover's algorithm).

February 2024 0.03 Content added to clause 6 (Impact on Symmetric Algorithms) and clause 7 (Other

Quantum Algorithms).

June 2024 0.0.4 [Contentin clause 6 on costing of AES added and updated.

September 2024 0.05 (;oqtent added to clause 6 on costing of hash functions and to clause 7 on collision
o finding. Restructure of clause 6 to move some content to Annex A.

Actioning comments from external review. Minor typos and rephrasing for ETSI style

guidelines.

December 2024 0.0.6
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